Appendix – S1

Sample Questionnaire
The study included three questionnaires that slightly differed in order to adapt them to the different stages of the study and to avoid panel conditioning. Below is a sample questionnaire:
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[This demographics section was only included in the first questionnaire]
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Additional section in the second questionnaire asking for a reflection of the tools used:
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Sample Interview Guide
The interview guides used in this study varied for each participant, adapting the interview questions to the individual participant based on their prior findings (e.g. asking about changes in their internet usage the participants had intended to make). Below is a sample interview guide.

Interview – Topic Guide:
Concern for Online Privacy Now
· Maybe you could begin by talking a little bit about how you feel / what you think about online privacy?
· Do you think other people should be more concerned about online privacy?
· How do you feel about the collection of personal data online?
· Would you like to learn more about issues related to online privacy and big data?

Internet Usage / Privacy Behaviour Now
· The questionnaire you have completed has asked for some information on the way you use the internet, but what would you say – how would you describe your internet usage?
· After you watched the tools, why did you or did you not make changes to the way you use the internet?
· How did you decide which areas of your internet usage to change / not to change?
· Why not e-mail provider / instant messenger / search engine?
· Which factors affected your decision / behaviour?

Longer-term changes
· Did the tools you used in my study and this new knowledge affect you, and if yes, how?
· Would you say your concern for online privacy has changed through these tools?
· Is online privacy something you’ve thought about again in the last few months or not really? Have you thought back at the tools?
· Have you looked up further information / did you revisit the tools in the last few months?
· Would you say your concern about online privacy and your interest in the topic has stayed the same since we last met, has de- or increased?
· What about the way you use the internet? Have you made further changes in the last 6-9 months?
· Have there been situations in which the new knowledge you gained from the tools in this study has affected your behaviour? If yes, please detail.

Patterns / Ambiguities
· Did you ever feel like there’s no point in trying to protect your data online? Felt resigned / have given up on your online privacy?
· If yes, why did you feel resigned?
· Was that because you felt like online privacy is not important anyway? Or rather because you thought it was impossible to protect your data?
· If yes, was that before or after using the tools?
· How have the tools and the new knowledge you gained through the tools affected this feeling of resignation?
· How do you feel about this now?
· What would you say, what do you worry about more? Or both?
· A. About whether or not your data is kept safe and protected (e.g. against hackers or data leaks) by the companies who collected and now store it, 
· B. Or would you say you worry more about what these companies might do with your data and what impact this might have on your life?
· Why (are you more concerned about one)? Why not?
· Would you normally differentiate between the two? Why? / Why not?
· Do you think your attitudes towards these two issues have changed through learning more about data collection online through the tools? More aware/concerned of one?
The tools
· Can you talk a little bit about the tools you used in my study?
· What did you like about the tools? What did you dislike?
· Did you revisit the tools in the last months?
· Would you revisit them in the future?

Individual Questions: [Example]
· In the second questionnaire, you said you started using the Tor Browser – do you still use this? Regularly?
· You said you were “now much more likely to say ‘no’ if a device asks me to turn location services on” – did this situation come about?
· You said you found the new information “slightly scary” and that you thought you were very predictable. Have you made changes to prevent this or just accepted that this is the case?
· You said you didn’t connect with the design approach of the video because it was not interactive / personalised at all – is this something you value a lot when learning new things? Should all tools be interactive and personalised?
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10* Which browser do you use? (Tick all that apply)

D Google Chrome D Firefox D Safari
D Internet Explorer D Opera D Tor Browser

| Other (please specify)

11* Which e-mail provider do you use (other than your university e-mail address)? (Tick all that
apply)

D Gmail D Yahoo D Hotmail
D Riseup D Autistice D Espiv
D Posteo D Greenhost D Protonmail

| Other (please specify)

12* Which instant messenger services do you use regularly? (Tick all that apply)

l:l WhatsApp l:l iMessage I:l Facebook Messenger
D Threema D Telegram I:l Signal
D Surespot D Chatsecure D Conversations

| Other (please specify)

13* Do you use an ad blocker?

D Yes, always (computer and D Only on my computer D Only on my phone
phone)

D Only sometimes D No, never D | don't know

| Other (please specify)
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14* Do you use a tracking blocker?

D Yes, always (computer and D Only on my computer D Only on my phone
phone)

D Only sometimes D No, never D | don't know

’ Other (please specify)

15* How often do you check your privacy settings on social media sites and apps?

D Never D Only when | first sign up D Regularly

D With some updates D With every update

| Other (please specify)

16* Do you read the terms and conditions?

D Never D | sometimes skim them D | always skim them

D Only for certain pages D | always read them

’ Other (please specify)

17* Do you use location services on your phone?

D Yes D No D Only with certain apps

| Other (please specify)
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18* How many different passwords do you use for all of your accounts?

[:] Only one [:] 2-3 D 4-6
[:] 7-10 [:] more D | have an individual

password for every account

Other (please specify)

19* How often do you change the passwords of your most important online accounts?

[:] Never (unless | have to) [:] Less than once a year D About once a year

[:] More than once a year [:] Once a month or more often

Other (please specify)

Section Three

The following part of the survey will ask about your attitudes towards online privacy. This is
understood as the desire to control and protect your personal information online. You might either
deliberately share this information online (for example on social media), or you might use online
platforms, apps and other services that collect and store some of your data.

Please indicate how strongly you agree or disagree with the following statements.

20* |t is very important to me that | am aware and knowledgeable about how my personal
information will be used.

Strongly Disagree Disagree Neutral Agree Strongly Agree Not applicable
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21* Companies seeking my information online should disclose the way the data are collected,
processed, and used.

Strongly Disagree Disagree Neutral Agree Strongly Agree Not applicable

22* | trust that online companies would keep my best interests in mind when dealing with my

data.
Strongly Disagree Disagree Neutral Agree Strongly Agree Not applicable

23* Online companies already devote adequate resources to preventing unauthorised access to
my personal information.

Strongly Disagree Disagree Neutral Agree Strongly Agree Not applicable

24* | don't mind giving out information regarding my preferences.

Strongly Disagree Disagree Neutral Agree Strongly Agree Not applicable

25* When people give personal information to an online company for one purpose, the online
company should never use the information for any other purpose.

Strongly Disagree Disagree Neutral Agree Strongly Agree Not applicable

26* Online companies are in general reliable regarding the usage of personal information.

Strongly Disagree Disagree Neutral Agree Strongly Agree Not applicable
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27* | believe other people are too concerned with online privacy issues.

Strongly Disagree Disagree Neutral Agree Strongly Agree Not applicable

28* | am not concerned about how my data are collected and used.

Strongly Disagree Disagree Neutral Agree Strongly Agree Not applicable

29* Online companies should never share my personal information with other companies unless |

authorise it.
Strongly Disagree Disagree Neutral Agree Strongly Agree Not applicable

30* |t usually bothers me when online companies ask me for personal information.

Strongly Disagree Disagree Neutral Agree Strongly Agree Not applicable

31* Compared to others, | am more sensitive about the way online companies handle my
personal information.

Strongly Disagree Disagree Neutral Agree Strongly Agree Not applicable

32* When online companies ask me for personal information, | sometimes think twice before
providing it.

Strongly Disagree Disagree Neutral Agree Strongly Agree Not applicable
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33* Online companies should never sell my personal information in their computer databases to
other companies.

Strongly Disagree Disagree Neutral Agree Strongly Agree Not applicable

34* Compared with other subjects, personal privacy is very important for me.

Strongly Disagree Disagree Neutral Agree Strongly Agree Not applicable

35* Computer databases that contain my personal information should be protected from
unauthorised access - no matter how much it costs.

Strongly Disagree Disagree Neutral Agree Strongly Agree Not applicable

36* | do not trust that companies are adequately protecting my personal information.

Strongly Disagree Disagree Neutral Agree Strongly Agree Not applicable

37* Online companies should take extensive steps to make sure that unauthorised people cannot
access personal information in their computers.

Strongly Disagree Disagree Neutral Agree Strongly Agree Not applicable

38* | am concerned about threats to my personal privacy today.

Strongly Disagree Disagree Neutral Agree Strongly Agree Not applicable
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39* | often search for information related to online privacy.

Strongly Disagree Disagree Neutral Agree Strongly Agree Not applicable

40%* |ssues related to online privacy or big data are not of particular interest to me.

Strongly Disagree Disagree Neutral Agree Strongly Agree Not applicable

Section 3.2

41* Please select the statement that most closely matches your privacy attitude (select one) or
describe your privacy attitude in the open field

D | think online privacy is (very) important.
D | don't have an opinion on online privacy.
D | don't think online privacy is very important.

’:] | have given up on my privacy online.

Other (please specify)

42* Pplease select the statement that most closely matches your attitude towards your personal
data online (select one) or describe your attitude in the open field

’:] My personal data online are well protected.

D My personal data online should be better protected.

D | don't have an opinion on the use of my personal data online.
D | don't think my personal data online need to be more protected.

D I have given up trying to protect my personal data.

Other (please specify)
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43* |f you answered E. 'l have given up trying to protect my personal data', please specify: (tick
all that apply and/or specify)

D | don't think anything can be done, realistically, to protect my personal data.

D | don't have the time or energy to figure out how to protect my personal data.

Other (please specify)

Conclusion

44 Do you have any other comments, questions, or concerns?

Thank you for participating in this study.

Your response is very important.
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Please give a brief account of each of the tools you used last week:

- Did you like the tool? What are its strengths? What did you like about it?
- What are the tool's limitations? What did you not like?

- Did you prefer one over another tool?

- Which design approach (web-series, website, video,...) did you like best?
- What did you find interesting? What did you learn?

38* |Interactive web-series 'Do Not Track'

39* Multimedia website '‘Me and My Shadow'

40* Short video 'Reclaim Our Privacy"

41 Any other tool, website, or video you looked at

42* Did you revisit any of the online resources at home? (If yes, please specify)

43* Did you look up any further information on these topics? (If yes, please specify)
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44* Do you think your attitude towards online privacy has changed through the online resources
you used last week?

45 Overall reflection / general remarks

Conclusion

46* Would you be open to discuss your answers in a 10-15 minute interview at a later point in
time?

[ ves (] v

47 Do you have any other comments, questions, or concerns?

Thank you for participating in this study.

Your response is very important.
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Welcome

Thank you for agreeing to take part in this confidential study. Your thoughts and opinions are of
great value for this research study. Be fully assured that all of your answers are completely
anonymous and will only be used for this study. Please answer as honestly as possible as there are
no right or wrong answers. Thank you.

1* Please enter your individual code:

Section One

2% What is your gender?

D Female D Male I:l Prefer not to say

| Other (please specify)

3* What is your age?

| 38 or older (please specify)

4* What is your nationality?
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5% In which country do you currently live?

6* What is your highest educational qualification held?

7* Are you currently studying?

l:l Bachelor l:l Master I:l PhD

D | don't study currently

| Other (please specify)

8* If yes, what is the name of your study programme?

Section Two

9* Which search engines do you use? (Tick all that apply)

D Google D Bing D Yahoo

| Other (please specify)











