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Full evaluation results

This document contains full results obtained by evaluating the adversarial attacks on the misinformation
classifiers. Specifically, we test the attack performance for:

e four tasks (HN, PR, FC, RD),

e cight attackers (BAE, BERT-ATTACK, DeepWordBug, Genetic, SememePSO, PWWS, SCPN, TextFooler),
e four victims (BiLSTM, BERT, GEMMA2B, GEMMAT7B),

e two scenarios (untargeted and targeted).

The following tables include the results for victims: BiLSTM (Table 1), BERT (Table 2), GEMMA2B
(Table 3) and GEMMATB (Table 4).
See the main article for details.



Untargeted Targeted
Task Method B. Con Sem Char Q. B. con sem char Q.
HN BAE 048 0.77 0.64 0.98 489.27 045 0.74 0.62 0.98 477.65
BERT-ATTACK 0.64 0.98 0.66 0.99 48785 0.61 0.96 0.65 0.99 565.05
DeepWordBug 0.41  0.53 0.77 1.00 396.18 0.37 047 0.78 1.00 379.20
Genetic 044 0.94 0.48 0.98 2029.31 0.42 090 047 098 2882.19
SememePSO  0.21  0.42  0.50 0.99 313,51  0.14 0.28 049 0.99 361.38
PWWS 044 093 048 0.99 204496 0.42 089 048 097 1994.95
SCPN 0.00 094 0.08 0.02 11.86 0.00 095 0.08 0.02 11.83
TextFooler 0.43 0.94  0.47 0.97 543.68 041 091 047 0.96 598.46
PR BAE 0.15 023 0.72 0.94 3294 026 038 0.71 094 38.72
BERT-ATTACK 0.53 0.80 0.72 0.91 61.41 0.66 094 074 094 50.14
DeepWordBug 0.29 0.38 0.79 0.96 2745 0.56 0.72 0.81 0.96 35.30
Genetic  0.54 0.88 0.67 0.89 782.15 0.62 094 0.71 0.93 802.20
SememePSO 047 0.76  0.68 0.89 85.34 0.60 092 0.71 0.92 69.62
PWWS 053 084 0.69 0.90 130.85 0.63 0.92 0.73 094 168.60
SCPN 0.12 055 0.39 0.50 11,55 0.20 0.98 0.37 0.48 11.98
TextFooler 0.51 0.85  0.67 0.88 52.59 0.63 094 0.72 0.92 54.62
FC BAE 036 055 0.69 0.96 7776 0.32 048 0.69 0.96 73.43
BERT-ATTACK 0.60 0.86 0.73 0.95 132.80 0.59 085 0.73 0.96 123.24
DeepWordBug  0.48 0.58 0.85 0.98 54.36 0.54 0.64 0.85 0.98 50.72
Genetic  0.61 0.90 0.71 0.95 840.99 057 0.88 0.69 0.94 1015.44
SememePSO  0.53 0.76  0.72 0.96 112.84 0.46 0.67 0.72  0.96 132.28
PWWS 0.57 0.82 0.73 0.96 221.60 050 0.73 0.71 0.95 211.05
SCPN 0.08 0.75 0.29 0.32 11.75 0.11 1.00 0.30 0.35 12.00
TextFooler 0.55 0.82 0.71 0.94 98.31 050 0.75 0.70 0.94 99.98
RD BAE 0.09 0.21 0.43 0.98 312.77 027 0.64 043 0.98 123.16
BERT-ATTACK 0.29 0.79 041 0.89 985.52 043 095 046 0.97 130.64
DeepWordBug  0.16 0.24 0.68 0.99 232.75 0.62 091 0.69 0.99 153.61
Genetic  0.32 0.71  0.47 0.96 3150.24 0.44 0.96 048 0.95 1355.52
SememePSO  0.15 0.31 048 0.97 314.63 032 0.67 0.50 0.97 185.47
PWWS 0.29 0.64 047 0.97 1059.07 044 095 048 0.95 742.12
SCPN 0.01 055 0.17 0.09 11.53 0.02 0.84 0.15 0.12 11.84
TextFooler 0.24 0.64 0.41 0.87 639.97 044 0.96 0.48 0.96 184.97

Table 1: The results of adversarial attacks on the BILSTM classifier in four misinformation detection tasks
in untargeted and targeted scenario. Evaluation measures include BODEGA score (B.), confusion score
(con), semantic score (sem), character score (char) and number of queries to the attacked model (Q.). The
best score in each task and scenario is in boldface.



Untargeted Targeted
Task Method B. Con Sem Char Q. B con sem char Q.

HN BAE 034 060 0.58 0.96 606.83 0.18 034 0.57 095 713.42
BERT-ATTACK 0.60 0.96 0.64 0.97 648.41 0.57 0.95 0.62 0.96 753.91
DeepWordBug 0.22  0.29 0.78 1.00 39594 0.15 0.20 0.78 1.00 389.81

Genetic 040 0.86  0.47 0.98 2713.80 0.30 0.71 044 0.97 4502.51

SememePSO  0.16 0.34 0.50 0.99 341.70 0.05 0.12 044 0.99 417.99

PWWS 038 082 047 0.98 2070.78 0.27 0.64 044 095 2107.02

SCPN 0.00 0.92 0.08 0.02 11.84 0.00 0.95 0.09 0.02 11.89

TextFooler 0.39 092 0.44 0.94 660.52 032 085 041 0.90 850.79

PR BAE 0.11 0.18 0.69 0.94 33.96 0.13 020 0.68 0.94 45.68
BERT-ATTACK  0.43 0.70  0.68 0.90 80.16 0.50 0.79 0.69 0.92 99.95
DeepWordBug 0.28 0.36 0.79 0.96 2743 050 0.64 0.81 0.96 36.04
Genetic 0.50 0.84 0.65 0.89 962.40 049 0.84 0.65 089 1211.56

SememePSO 041 0.68  0.66 0.90 96.17 035 053 0.71 091 173.71

PWWS 047 0.75 0.68 0.91 131.92 0.44 0.72 0.68 0.89 179.68

SCPN 0.09 047 0.36 0.46 1147 011 079 032 0.39 11.79

TextFooler 043 0.77 0.64 0.87 5794 0.46 0.77 0.66 0.89 77.81

FC BAE 034 051 0.70 0.96 80.69 0.18 027 070 094 92.47
BERT-ATTACK 0.53 0.77 0.73 0.95 146.73 0.41 0.62 0.71  0.93 207.23
DeepWordBug 0.44 0.53 0.84 0.98 54.32 0.22 0.27 0.85 0.98 52.31
Genetic  0.52 0.79  0.70 0.95 121519 039 063 0.66 0.92 1808.08

SememePSO 044 0.64 0.71 0.96 14820 0.25 0.37 0.70 0.94 230.58

PWWS 048 069 0.72 0.96 22527 031 047 070 0.94 226.78

SCPN 0.09 0.90 0.29 0.31 11.90 0.09 0.97 029 0.30 11.97

TextFooler 0.46 0.70  0.70 0.93 106.13  0.29 0.49 0.65 0.88 131.88

RD BAE 0.07 0.18 041 0.98 313.01  0.18 044 042 0.98 196.69
BERT-ATTACK  0.18 0.44 043 0.96 77431 030 0.69 0.45 0.97 366.14
DeepWordBug  0.16 0.23 0.70 0.99 232.74 0.39 056 0.70 0.99 174.03

Genetic 0.20 0.46  0.45 0.96 442511 035 0.79 046 0.95 2266.91

SememePSO  0.10 0.21  0.46 0.97 345.89 027 057 049 096 233.88

PWWS 016 0.38 045 0.95 110599 032 0.75 045 0.93 838.83

SCPN 0.01 0.38 0.16 0.10 11.35 0.02 0.90 0.15 0.10 11.90

TextFooler 0.16 041  0.43 0.91 657.15 031 070 047 0.96 358.37

Table 2: The results of adversarial attacks on the BERT classifier (see the caption of the previous table).



Untargeted Targeted
Task Method B. Con Sem Char Q. B. con sem char Q.
HN BAE 036 061 0.60 0.97 583.38 0.38 0.66 0.59 0.97 545.68
BERT-ATTACK 0.55 0.91 0.62 0.96 94298 0.57 095 0.62 0.97 761.53
DeepWordBug  0.24 0.31 0.78 1.00 38591 0.27 034 0.78 1.00 380.58
Genetic 040 0.84 0.48 0.99 1176.75 044 093 048 0.99 894.47
SememePSO  0.26 0.54 0.48 1.00 236.96 032 0.66 049 0.99 185.02
PWWS 038 0.82 048 0.98 202192 045 097 047 0.98 1980.32
SCPN 0.00 0.69 0.09 0.02 11.62 0.00 0.99 0.10 0.02 11.88
TextFooler 0.32 0.70 047 0.97 834.56 041 089 047 0.98 583.29
PR BAE 0.16 0.23 0.72 0.94 3264 021 032 069 094 43.68
BERT-ATTACK 046 0.72 0.70 0.91 77.50 0.55 085 0.70 0.92 94.05
DeepWordBug  0.14 0.19 0.79 0.96 27.26  0.29 0.38 0.80 0.97 36.04
Genetic  0.50 0.84 0.66 0.90 876.06 0.51 0.86 0.65 091 1077.41
SememePSO 042 0.69 0.67 0.90 93.41 035 0.57 0.67 0.91 180.15
PWWS 045 0.74 0.67 0.91 132.13 044 0.73 0.66 0.90 179.97
SCPN 0.14 0.62 0.40 0.51 11.62 0.15 0.74 036 045 11.74
TextFooler 0.36 0.63  0.65 0.87 68.64 037 0.66 0.63 0.87 97.49
FC BAE 034 051 0.70 0.96 79.43 0.17 0.26 0.69 0.96 92.43
BERT-ATTACK 0.57 0.83 0.72 0.94 192.25 0.50 0.76 0.70  0.92 254.22
DeepWordBug  0.07  0.09 0.83 0.98 53.88 0.06 0.08 0.84 0.98 52.02
Genetic 046 0.68 0.71 0.96 486.65 0.31 050 0.68 0.93 626.83
SememePSO 042 0.62 0.71 0.96 155.18 0.22 0.33 0.70 0.94 242.62
PWWS 043 0.63 0.72 0.96 22843 022 033 071 095 230.18
SCPN 0.06 0.51 0.31 0.34 11.51  0.11 1.00 0.31 0.34 12.00
TextFooler 0.43 0.65 0.71 0.94 120.38 0.24 0.38 0.67 0.92 137.26
RD BAE 0.13 031 0.42 0.98 298.30 0.19 047 041 097 170.87
BERT-ATTACK 0.30 0.73 0.43 0.95 703.07 0.41 093 045 0.96 259.36
DeepWordBug 0.10 0.15 0.69 0.99 23897 024 035 0.69 0.99 161.87
Genetic  0.24 0.54 0.46 0.96 1647.75 0.41 090 047 0.96 1108.21
SememePSO  0.12 0.27 0.46 0.98 323.73 024 053 047 097 214.95
PWWS 021 046 047 0.97 112429 040 0.89 047 0.96 774.03
SCPN 0.01 0.38 0.16 0.11 11.38 0.02 0.95 0.16 0.13 11.95
TextFooler 0.19 0.44 0.45 0.94 640.54 038 0.86 0.47 094 260.58

Table 3: The results of adversarial attacks on the GEMMAZ2B classifier (see the caption of the previous
table).



Untargeted Targeted
Task Method B. Con Sem Char Q. B. con sem char Q.
HN BAE 025 042 0.62 0.97 678.07 0.11 0.18 0.62 0.98 740.02
BERT-ATTACK 0.45 0.75 0.62 0.95 1560.76 0.31 055 059 093 2313.33
DeepWordBug  0.14 0.18 0.79 1.00 385.78 0.04 0.05 0.81 1.00 377.38
Genetic  0.30 0.61  0.49 0.99 1042.31 0.19 042 047 0.98 1159.68
SememePSO  0.15 0.29  0.51 0.99 344.23 0.07 0.14 050 1.00 403.99
PWWS 0.28 0.60 0.48 0.98 2068.81 0.17 040 045 0.96 2095.51
SCPN 0.00 0.73 0.09 0.02 11.66 0.00 0.65 0.09 0.03 11.54
TextFooler 0.22 0.51  0.46 0.94 1132.87 0.16 040 043 091 1284.86
PR BAE 0.13 0.19 0.72 0.94 33.69 022 032 072 094 44.26
BERT-ATTACK 042 0.67 0.69 0.91 86.54 0.53 0.78 0.72 0.93 110.32
DeepWordBug  0.09 0.12 0.79 0.96 27.19 0.23 0.29 0.81 0.97 35.37
Genetic  0.44 0.78 0.63 0.88 925.58 049 085 0.64 0.89 845.27
SememePSO  0.34 0.58 0.65 0.88 123.13 0.38 0.62 0.68 091 165.24
PWWS 038 064 0.65 0.89 133.92 043 0.71 0.66 0.90 179.77
SCPN 0.10 0.51 0.36 0.47 11.52 0.16 0.86 0.36 0.46 11.86
TextFooler 0.34 0.62  0.62 0.86 69.88 0.40 0.65 0.68 0.90 86.74
FC BAE 036 055 0.68 0.96 76.44 020 0.31 0.68 0.95 87.62
BERT-ATTACK 0.58 0.85 0.72 0.95 141.70 0.52 0.80 0.69 0.93 173.86
DeepWordBug  0.04 0.06 0.81 0.98 53.84 0.02 0.03 0.81 0.99 51.55
Genetic 047 0.73  0.68 0.94 842.16 0.34 058 0.64 091 1205.46
SememePSO  0.39 0.58 0.70 0.96 164.01 0.23 0.35 0.69 0.95 228.84
PWWS 042 062 0.70 0.96 228.62 024 037 0.68 094 227.46
SCPN 0.06 050 0.31 0.34 11.50 0.11 1.00 0.31 0.34 12.00
TextFooler 0.41 0.63 0.69 0.94 114.26 0.24 0.40 0.66 0.91 132.95
RD BAE 0.10 0.26 0.41 0.97 31874 021 053 040 0.97 168.33
BERT-ATTACK 0.21 0.52 0.43 0.95 977.27 0.44 1.00 046 0.96 202.18
DeepWordBug  0.08 0.12 0.70 0.99 23893 0.21 031 0.70 0.99 156.29
Genetic  0.18  0.40  0.47 0.97 119740 042 093 046 0.96 1531.17
SememePSO  0.11  0.23  0.48 0.98 336.53 0.26 058 0.46 0.97 208.59
PWWS 0.17 037 047 0.97 1139.02 0.39 0.88 0.46 0.96 762.62
SCPN 0.01 0.34 0.17 0.13 11.34 0.03 098 0.17 0.14 11.98
TextFooler 0.15 0.36  0.45 0.95 679.12 040 090 046 0.95 249.94

Table 4: The results of adversarial attacks on the GEMMAT7B classifier (see the caption of the previous
table).



